
TERMS OF USE

We want you to understand 
the types of information we 
collect as you take part in 
our workshop.

We collect the content you 
create, upload, or receive 
from others.

We will collect information 
about your activity. The ac-
tivity information we collect, 
with or without your con-
sent, may include:

What you see, what you 
do, what you say, what you 
buy, who you like, where 
you are. 

We will store your data for-
ever. 

We will sell your person-
al information to anyone 
who’s interested. We might 
ask you if that's okay, or we 
might just do it. 

You may ask us to delete 
the data we collect and we 
might do that, or not.



END USER LICENSE AGREEMENT

The offensive privacy workshop will be an introduction 
to protecting yourself as an activist online through exam-
ination of real world threats, defensive behaviours and 
offensive investigative techniques. We will cover various 
cases where human rights activists have been threatened 
by hostile states due to their digital behaviour and we will 
show techniques used to de-anonymize that are applied 
by journalists and activists. 25%+ of the time will also be 
available for hands on assistance with setup and use of 
defensive tools and you are welcome to bring your com-
puter and phone but these are not required. The focus is 
primarily offensive strategies.

We review how to use public information to de-anonymize 
those that try to hide their actions. A few use cases will be 
given from personal (not-public) research into the alt-right 
group QAnon and people in US intelligence involved with 
"doxing" Christine Blasey Ford. We also examine public 
use-cases such as the exposure of Russian intelligence 
agents by Bellingcat. Using research from CitizenLab we 
also explore surveillance weapons built in Italy, Germany 
and Israel. We examine how the use of these weapons 
looks from the perspective of its victims, including specific 
cases of human rights activists in Saudi Arabia, Bahrain 
and Mexico.

BIOGRAPHIES

Lecture and help by Nathan Fain, Yonatan Miller, 
Vadim Vygonets

ATTACHMENT

http://ano.la/Careful_who_you_trust.pdf

offensive
privacy 

D A T E

06.07.2019

L O C A T I O N

Zero.Knowledge

Ziegrastraße 13
 12057 Berlin

F E E S

 normal - 18 euro 

discount - 15 euro

members - 13 euro
of the hbs (alumni)

R E G I S T E R

until 22.06.2019
via Email: 

zero.knowledge@posteo.de 

15:00-17:00+


